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1. Background on the Hunger Safety Net Programme (HSNP) and the HSNP MIS
The National Drought Management Authority (NDMA) is a State Corporation established under the NDMA Act
2016. It is an agency of the Ministry of Devolution (MD). The 2016 Act gives the NDMA the mandate to exercise
overall coordination over all matters relating to drought risk management and establish mechanisms, either on its
own or with stakeholders, that will end drought emergencies in Kenya.
The NDMA has, since, 2007 implemented The Hunger Safety Net Programme (HSNP), an unconditional Government
of Kenya Cash Transfer program based on a current registry of 372,000 households (Turkana, Wajir, Mandera,
Marsabit counties). The HSNP’s main objective is to deliver regular and emergency cash transfers for poor and
drought affectees. It is delivered in four arid counties in Kenya, namely Turkana, Wajir, Mandera, Marsabit, and is
being expanded into four additional counties Garissa, Samburu, Isiolo, and Tana River, with total households
920,000 (new registry of 570,000 and new counties 350,000). 101,800 households targeted for the regular cash
transfer program (in the first four counties) and over 786,200 households targeted for emergency cash transfer.
Phase 2 of the HSNP ran from 2013 to 2019 and was delivered by a Project Implementation and Learning Unit based
within the NDMA and staffed with a team of long-term consultants. The third donor co-financed phase of HSNP
runs from January 2019 to December 2023. It is embedded in a World Bank program called the Kenya Social and
Economic Inclusion Project (KSEIP), jointly financed by the Government of Kenya, the World Bank, and the FCDO.
The HSNP Phase 3 is delivered by county and sub-county-based dedicated HSNP personnel with support from a
Programme Management Unit (PMU), based in the National Drought Management Authority (NDMA) central office
in Nairobi and staffed by Technical Assistants.
A key focus for the HSNP during Phase 3 is to build the capacity of the NDMA, to effectively lead, manage,
coordinate and finance the HSNP. This is to allow for a sustainable program transition from a donor / PMU-led
management arrangement into full Government of Kenya (GoK) management. KSEIP’s component 3 will invest in
strengthening the NDMA’s institutional capacity to enable a gradual transfer of skills and knowledge to the NDMA
officers, for full takeover of the HSNP implementation, including the HSNP MIS, in the future.
HSNP is one of the four cash transfer programs under the National Safety Net Programme (NSNP) (also referred to
as Inua Jamii) of the Government of Kenya (GoK). The other three programs1 are managed by the Directorate of
Social Assistance (DSA) under the State Department of Social Protection (SDP) in the Ministry of Labour and Social
Protection (ML&SP).

1.1

The Hunger Safety Net Programme (HSNP) Management Information System (MIS)

The NDMA (referred to as the Client) has made great strides towards developing Kenya's Hunger Safety Net
Programme (HSNP) management information system (MIS). The HSNP MIS serves as the primary information
management infrastructure for implementing the Hunger Safety Net Programme (HSNP), managed by the NDMA.
It generates, stores, processes, and presents data on all HSNP targeted and potential beneficiaries in the HSNP

1

These are: the Older Persons Cash Transfer (OPCT); the Cash Transfers for Orphans and Vulnerable Children (CT-OVC); and
the Persons with Severe Disability Cash Transfer (PWSD-CT).
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operational areas through the operational processes set out in Figure 1. As such, it is the key tool that enables the
program to deliver its operational functions.

Figure 1: The HSNP service delivery chain
The HSNP MIS facilitates the following core business processes of the HSNP:
•
•
•
•
•

•
•
•
•

Household registration,
Beneficiary list generation,
Household Targeting,
Community validation,
On-boarding to the payment system:
o
Preparation of bank accounts, and
o
Bank account opening and temporary card distribution,
Payment and Reconciliation for routine transfers,
Scaling up payments in an emergency,
Case Management and Grievance Redress Mechanism (GRM), and
Monitoring and Evaluation.

In terms of sizing, the HSNP MIS hosts information for 2.2 million household members, while the current number
of system users – based in Nairobi and across the eight counties - are:
•
•
•

Registration team: 120
Program officers: 35
Online users: estimate (10 concurrent users at a time)

The program has recently expanded into four new counties, so it is currently operating in 8 (current 4 + new 4); the
number of users will double by the end of 2021.
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1.2

The HSNP MIS System Architecture and Technology Stack

The HSNP MIS has been developed in-house with the source code and full rights belonging to NDMA.

Figure 2: The HSNP MIS user interface
The modules currently supported under the HSNP MIS are:
•
•
•
•

•

Registration module: It provides an interface for all HSNP system users to register potential
beneficiaries and process, store and manage the entire registration data.
Targeting module: This module is integrated with the PMT formula and allows for scoring, targeting,
and Community Based Validation Changes.
Case Management module: It allows for decentralized case management around ID Updates, Recipient
Change, and Bank/Agent/Programme complaints.
Enrollment API: It provides enrollment information through an API. The API interface allows the
Payment Service Provider to post and get enrollment data and accounts. The module also provides
information to HSNP field officers for mobilization purposes.
VMG and Social Safeguards: It allows NDMA to map vulnerable and marginalized groups at the sublocation level geographically. NDMA uses the mapping to monitor inclusion and report on activities
conducted in those sub-locations. This is a mapping reporting tool. Mapping is performed in the field
on excel, and that information is then uploaded into the system.
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•

•

•

•
•
•
•
•
•
•
•
•

Regular and Scaleup Payroll module: It manages all payrolls for HSNP. This module is preset also to
handle NICHE2 (Nutritional Improvements through Cash and Health Education) payrolls; however,
integrations and improvements will be made in line with the final design provided.
Communications module: It manages all mobile contact information in HSNP. Contacts include
beneficiaries, administration officers, county stakeholders, and other interested groups in social
protection. NDMA uses the module for individual and bulk messages. The module is decentralized,
allowing HSNP field officers to send messages on demand.
System Jobs module: It allows HSNP managers to upload specific jobs/activities to field officers. Such
jobs include lists of households requiring the officers to conduct specific activities and providing
feedback.
Document Management module: It manages all program-related documents allowing access to
information to all HSNP users. Such documents include meeting minutes, manuals, memos, etc.
Vault management module: It is currently under development (will be finalized soon) and manages
the HSNP finance vaults in line with the financial year work plans.
Monitoring and Evaluation (M&E) module: It allows for program monitoring, household sampling for
the monitoring survey, and systematic analysis of survey results.
Machine Learning module: It provides for information and reports from machine learning activities
(currently, one prediction model is supported).
Dashboards and Data Analytics: It contains responsive dashboard reporting interfaces.
Utilities: Users, Modules Rights, and System Settings Module.
Telegram BOT
SMS Gateway (HSNP uses a third-party service provider -InfoBip- for its SMS communication)
APIs

In terms of interoperability, a REST API is connecting the HSNP MIS to other information systems (ISs), including
the national IPRS (Integrated Population Registration System), the Equity Bank (utilizes the HSNP API)3, the Inua
Jamii Single Registry (Kenya's Consolidated Beneficiary Registry), and the Inua Jamii Enhanced Single Registry
(Kenya's Social Registry)4. The data exchange frequency is on-demand based on the different activities.

2

The NICHE program is implemented by UNICEF and aims to improve the nutritional status of children during their first 1,000
days of life. HSNP beneficiaries will also benefit from NICHE interventions.
3
Equity Bank is the Payment Service Provider for all HSNP cash transfers.
4
both managed by the Social Assistance Unit (SAU) in the Ministry of Labour and Social Protection (MLSP).
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Figure 3: The HSNP MIS interconnections with external systems
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Figure 4: The HSNP MIS high-level system architecture
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Figure 4 illustrates the high-level system architecture of the HSNP MIS.
At this stage, the HSNP MIS has been upgraded at its software layer using new technologies. The technologies
involved in the various layers/components of the HSNP MIS architecture are:
•
•
•
•
•
•
•
•

Registration Components – C# ASP.NET
Monitoring Components – C# MVC + MVC API Microservice
Core HSNP Components – Java EJB3
Integrations (IPRS,PSP,ESR,SMS,NICHE) – Python
HSNP Telegram BOT – Python
Data Layer – Microsoft SQL Server 2019
Reporting and Analytics: Microsoft Power BI and Python
HSNP and NDMA Portals: HSNP Portal was set up on WordPress CMS (version 4.5.6), and NDMA Portal
was set up on Drupal CMS (version 8)

In terms of hosting, the HSNP MIS is currently running on a single ½ server (installed in a rack)5.
The current environment consists of:
•
•
•
•
•
•
•
•

1 server: One production and test server type IBM (age unknown)
1 UPS
1 NAS 10 TB Buffalo NAS
1 Firewall Cyberoam
1 KVM switch
1 half-size 21U Rack
1 Internet connection to Internet Solutions (10Mbit) via the firewall.
No Airconditioning.

Within the next few months, this infrastructure will be upgraded to ensure the sustainability of the MIS in terms of
proper hosting infrastructure and security. Also, a failover setting will be implemented at the National Social
Protection Secretariat (NSPS) Office6 to ensure the continuous availability of the HSNP MIS services. The figures
below depict the high-level diagrams of the new hosting environment (both production and failover) of the HSNP
MIS. More information can be found in Annex I.
The HSNP-MIS application will be deployed at the NDMA data center based on a server cluster model to ensure
high availability, load balancing, and increased computational power. The figure above shows the HSNP Production
and Failover environment for disaster recovery, both deployed in a virtualized environment.
Users will be able to access the HSNP-MIS application using external devices (such as PCs, laptops, mobile devices,
etc.) connected to the HSNP-MIS application via the internet. Secure access to the HSNP-MIS production
environment will be ensured by deploying a firewall. Load balancing software application will be used to route

5
6

The HSNP Data room is located at Lonhro House, Standard Street, Nairobi, on the 12 th floor (HSNP-MIS Location).
The Failover Location will be a rack at the NSPS Office, Bishops Road, Nairobi.
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client requests across all back-end servers and conduct continuous health checks on servers to ensure they can
handle requests. A fiber channel Storage Area Network (SAN) will provide a centralized data store to meet the
HSNP-MIS system data storage needs. The data mirroring and replication will be handled by the VMware vSphere
Replication to ensure HSNP MIS data is replicated to the failover location.
From a hardware perspective, the new HSNP-MIS environment requires a full and similar deployment in both
locations (PROD and FAILOVER server implementations). In case of a disaster or major interruption in the
Production Environment, they should divert fully to the Failover Location. Reversing back to the PROD Environment
should be automated with regards to data transfer and verification, data integrity checks and the actual initiation
should be controlled by a non-automated initiation.
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Figure 5: The new production and failover implementation of the HSNP MIS
The HSNP MIS application will be deployed in a virtualized environment, using VMware vSphere Enterprise edition
as its hypervisor. The hypervisor will be installed on the physical bare-metal hardware. The hypervisor will be used
to create three virtual machines (VMs) clusters; i.e., the application server cluster, the business logic server cluster,
and the database server cluster. The application server cluster consists of independent application server virtual
instances to ensure high availability. The same applies to the business logic server cluster.
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Figure 6: HSNP high-level network design
Both physical locations will have a full (but single) implementation of the environment. Both locations will have a
similar setup in regards to equipment, connectivity, and data.
The failover environment will be used when the production environment is not available for a considerable time.
A roll-back will be initiated when the production environment comes back after the data replication towards
production has been performed.
Monitoring the production environment's availability will alert the available engineer that something might have
happened at the production location, and s/he will investigate the incident. The data replication will be fully
automated and should be initiated after the production environment comes available again AND is declared to be
stable.
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1.3

HSNP MIS Management and Governance

The HSNP MIS has been developed in-house over the past few years with the source code and full rights belonging
to NDMA. All the software design and development, management, maintenance, upgrades, system administration
(including hardware, networking, etc.), user support, and training until now have been performed by a single,
highly skilled MIS Specialist Technical Assistant, who will be involved with the HSNP MIS under the Program
Management Unit (PMU), until the end of 2023 to facilitate all the above processes.
As outlined in the introduction of this section, the current phase of the HSNP aims to build the capacity of the
NDMA, to effectively lead, manage, coordinate and finance the HSNP, to allow for the phasing out of the current
PMU and associated Technical Assistants. To this end, a new HSNP MIS Team (referred to as the Client Team) was
compiled7 under the overall management of the MIS Specialist.
The Client Team is currently comprised of five full-time and three part-time IT NDMA staff. The IT roles covered
are the following:
•

•

Full-time
o One IT manager
o One Documenter/Quality Assurance professional
o Two software developers (mid-level)
o One GIS and Data Analysis expert
Part-time
o One Hardware and Networking engineer
o One Database administrator and security expert (senior)
o One Database administrator (junior)

According to the MIS specialist, the team has already been trained in all aspects of the HSNP program and the MIS8.
At this stage, they have started developing minor upgrades of the MIS based on templates provided by the MIS
specialist (two such upgrades have been implemented so far). In parallel, they are documenting the current version
of the MIS.
It is expected that these staff will remain in post beyond December 2023, when donor financing for the HSNP is
scheduled to end. As such, it is anticipated that the consultant firm will work closely with the current team
throughout the assignment, as set out below.

7

The NDMA management identified within the organization personnel with the appropriate IT skills and appointed them for
the HSNP MIS transition.
8
This training process was initiated in March 2021.
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2. Objective of the Assignment
The aim of this assignment is threefold:
•

•

•

to upgrade the HSNP MIS by making it configurable/customizable9 for the Social Protection (SP)
business users and, in parallel, upgrade the HSNP Portal. Also, provide an API development
environment (API Sandbox) to promote the HSNP MIS integration with external systems to the extent
possible,
to enhance the quality of the existing software by assisting the Client Team to adequately document
it (both software supporting documents and the source code), refactoring parts of its source code to
improve its quality, and further modularizing it at various levels of its architecture to achieve
reusability, scalability, and lower development and maintenance costs, and
to promote capacity building of the Client Team through joint software development of the HSNP MIS
upgrades by the Client and Consultant Teams (on-the-job training) and other training as needed. In
parallel, the Consultant Team should assist the client by providing recommendations in i) selecting and
adopting a software development methodology fit to their needs, ii) introducing standard operating
procedures (SOPs) for the effective daily operation of the HSNP MIS, ii) using IT tools to improve the
efficiency of IT-related activities management, and iv) standardizing the documentation and quality
assurance processes.

Concerning the upgrade of the HSNP MIS to make it configurable/customizable for the Social Protection business
users, it must be noted that this should be one of the primary priorities of this project. The Consultant Team should
first familiarize themselves with the current codebase and technologies involved in the various layers and
components of the MIS, as well as the supporting technical documentation. During this process, the Consultant
Team should identify the system parts that need upgrades to make the HSNP MIS configurable/ customizable.
This assessment should carefully consider the HSNP SOPs and also take into account the fact that the
implementation procedures of most cash-transfer programs go through similar phases, providing an opportunity
for parameterization of the HSNP MIS. As a result of such an upgrade, the SP operational users should be able to
configure their operations through the HSNP MIS according to their needs. They should be able to modify the
existing design parameters for all the business processes of the program, like registration, targeting, payments,
etc., or even define a new cash transfer program. High-level functional requirements regarding this upgrade are
provided in the next section and will be confirmed during the review of the current codebase.
Regarding the enhancement of the existing HSNP MIS software quality, the Consultant Team, while familiarizing
with the current codebase, should also review the quality of the existing software in terms of documentation
(both supporting documents and the source code), as well as in terms of software structure and quality. Based on
the outcome of this assessment, the Consultant Team and the Client Team should jointly improve the source code

9

Ability the SP business users to configure the MIS’s functionality and behavior through a user interface and without the need
for further software development.
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of the existing software10 by refactoring, modularizing, and documenting it. In parallel, all the technical
documentation should be complemented with the missing parts and updated continuously to reflect the latest
version of the software. The assessment and quality improvement processes should be iterative and run in parallel
throughout the project.
Finally, in terms of capacity building, as mentioned earlier, the joint software development by the Client and the
Consultant teams will be an excellent opportunity for on-the-job training. This process will allow the Client team to
upgrade their skills and gain from the firm's expertise and experience. In parallel, the firm may assist the client
with the provision of recommendations, template documents, and practical training throughout the project in:
•
•
•
•

developing and introducing standard operating procedures for the effective daily operation of HSNP
MIS,
adopting a Lean and Agile (or other based on the Client needs) software development methodology,
selecting and introducing IT tools to improve the efficiency of IT-related activities management, , and
finally
standardizing the software documentation and quality assurance processes.

10

Modularizing the software and promoting a Service-Oriented Architecture at various levels of its design will achieve
reusability, scalability, and lower development and maintenance costs. Reusability at this stage should be aimed at the reuse
of software internally within the system and not exposing parts of the software as services to facilitate external SP MISs.
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3. Scope of the Work – Service Requirements
Several service requirements have to be in place to enable the timely and effective implementation of the overall
undertaking. These are:

3.1

Introduction of Customization/Configuration Features to the HSNP MIS and Enhancement of
the Existing Software Quality

For the introduction of Customization/Configuration features to the HSNP MIS and the effective enhancement of
the MIS software quality, the following list of requirements must be in place before its operation:
•

•

Review of the current version of the HSNP MIS design and codebase: The Consultant Team should
first familiarize themselves with the current codebase and technologies involved in the various layers
and components of the MIS, as well as the supporting technical documentation (Program Operational
Manuals, User Requirements Analysis, System Technical Specifications, System Architecture and
System Design, Testing Reports, user Manuals, Administrator's Manual, etc.). During this process, the
Consultant Team should:
o
Identify the parts of the system that need upgrades to make the HSNP MIS configurable/
customizable. As already mentioned, this assessment should carefully consider the HSNP SOPs
and also take into account the fact that the implementation procedures of most cash-transfer
programs go through similar phases, providing an opportunity for parameterization of the
HSNP MIS. As a result of such an upgrade, the operational users should be able to configure
their operations through the HSNP MIS according to their needs. They should be able to modify
the existing design parameters for all the business processes of the program, like registration,
targeting, payments, etc., or even define a new cash transfer program. An indicative set of such
high-level functional requirements that will be finalized during the review process are
presented in the next section.
o
Review the quality of the existing software in terms of documentation (both supporting
documents and the source code), as well as in terms of software structure and quality. The
microservices architectural paradigm as well as the introduction of containerization (e.g.,
Docker) and orchestration (e.g., Kubernetes) may be investigated during the assessment.
Configurable HSNP MIS - Detailed User Requirements Analysis & System Design: A detailed user
requirements analysis for the HSNP MIS building blocks should be performed based on the technical
requirements extracted after the HSNP MIS configurability review phase. The outcome of this analysis
should be a user requirements analysis document, along with the initial system redesign
(complemented by the updated system architecture). During the Configurable HSNP MIS design, it is
imperative that all the reusable software modules that may support all or some of the involved
functionality should be identified. They should be adequately designed, considering their needs for
parameterization (configurability) as regards all the current or future SP programs and the
interoperability APIs needed. To this end, extensive consultations with the Client Team and SP Business
Users should take place. This process should be continuous throughout the project to guarantee the
fulfillment of the end-users’ requirements. The overall approach should preferably be performed using
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Agile methodologies, with clear iterations as per the requirements discussed and agreed upon during
the project's inception phase.
Configurable HSNP MIS - Data Design (DB schema): Based on the Configurable HSNP MIS system
design, a detailed design of the database schemas (detailing the changes to the current schema and
potential extensions) to support the platform should be provided.
Development and setup of configurable HSNP MIS and its upgraded modules: During this process,
the necessary functionality for supporting the HSNP (or other cash transfer Social Protection programs)
core business processes should be implemented and set up in the primary and the distaster recovery
(DR) infrastructure.
Interoperability with external information systems: Development of permanent and fully automated
interoperability mechanisms between external information systems (they will be identified during the
HSNP MIS upgrades review phase) and the HSNP MIS should be realized (minimum modes of
interconnection include the use of REST Web-Services and direct database interconnection for
databases internal to NDMA).
Data Migration and Production System: Data migration of all the data available within the existing
information systems into the final version of the HSNP MIS and moving the overall system to
production.
Testing of the HSNP MIS building blocks: During this process, the necessary system, integration,
performance, interoperability, failover, regression, and user acceptance testing should be realized
based on the requirements defined in the HSNP MIS system design documents and the quality
assurance requirements of this ToR (see Annex II). Prior to the testing process, the necessary test plans
(scope of each test, tools, test dataset, test conditions, etc.) should be prepared and submitted to the
Client Team. For testing purposes, representatives of all the user categories should be involved.
Knowledge Transfer: Knowledge transfer to the Client Team to take over the maintenance and further
adjustments and development of the HSNP MIS. The knowledge transfer process has to be performed
on a live version of the system. All training material used and the system’s manuals have to be delivered
in both electronic and paper format to the trainees before the start of the training sessions.

In parallel, and based on the outcome of the existing software quality review, the Consultant Team and the Client
Team should jointly improve the source code of the existing software11 by refactoring, modularizing, and
documenting it. In parallel, all the technical documentation should be complemented with the missing parts and
updated continuously to reflect the latest version of the software. The assessment and quality improvement
processes should run in parallel throughout the project.
Regarding all the HSNP MIS upgrades, the following requirements should be in place for the seamless transition of
the HSNP MIS maintenance and development to the Client Team.

11

Modularizing the software and promoting a Service-Oriented Architecture at various levels of its design will achieve
reusability, scalability, and lower development and maintenance costs. Reusability at this stage should be aimed at the reuse
of software internally within the system and not exposing parts of the software as services to facilitate external SP MISs.
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•

The consultant firm will be required to ensure the documentation of the source code produced during
development, as the NDMA will own the source code. The NDMA has the right to inspect any produced
code to ensure this documentation requirement.
The consultant firm will give the NDMA a perpetual license for the HSNP MIS software covering all the
components, executable codes, scripts, configurations, and database model and schema developed/
prepared by the contractor as part of this project. This license does not include third-party software.
The consultant firm will give the NDMA perpetual and valid software licenses concerning any
proprietary third-party software used, databases, application servers, business intelligence software
(if necessary), the corresponding operating system, and other applications needed for the effective
organization of the Client Team and the information systems' well-being, in case the hosting facility
does not provide these. The third-party software licenses should be provided to the NDMA for five
years at the minimum. The contractor will also be required to provide a detailed analysis of all the
future licensing and hosting costs.
The consultant firm will agree to provide the NDMA with all the HSNP MIS source code developed as
part of this project together with the executable code and the design, including the data model and
the data dictionary, as well as the documentation. The final acceptance of the HSNP MIS should be
conditional on the delivery of the source code and its documentation.

3.1.1 High-level Functional Requirements Regarding the Configurability of the HSNP MIS
Some of the high-level functional requirements for the HSNP MIS upgrade to accommodate the MIS configurability
are presented below.
The HSNP MIS should:
•
•
•

•

•

Enable the HSNP staff to create new registration questionnaires, parameterize them (without any
programming effort), or alter existing ones.
Enable the HSNP staff to activate different registration questionnaires per SP program of geographical
area.
Enable the HSNP staff to create new targeting formulas and bind them with existing registration forms),
parameterize them (without any programming effort), or alter existing ones. This would include PMT
and weights configuration (including turning on or off some variables in the formula on demand).
Enable the HSNP staff to parameterize the targeting workflow (i.e., currently, the community validation
comes after PMT formula application, but the HSNP can have a community screening step for some
form of registration in the future. Such workflow changes should be possible with all the parameters
extracted during the requirements stage). Also, configurability options should be supported for the
scalability settings on the triggers and the percentages to be covered, as well as the settings on the
transfer values and the response durations.
Enable the HSNP staff to add, edit, and delete multiple workflows for each business process of
registration, targeting, communication, payments, complaint management, information updates, M&E
and other such business processes by developing a module that allows the users to drag and drop
processes or steps. Users should be able to input parameters using the workflow drag and drop
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•
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•

•

•
•

processes or steps. The module should also be able to save/print the workflows and a parser in the MIS
should be able to parse each process/step using the selected workflow process.
Enable the HSNP staff to create new registration forms, application forms, and GRM forms and
parameterize them (without any programming effort), or alter existing ones.
Enable the HSNP staff to configure the classification of the regular payment that allows for vertical and
horizontal expansion on demand for both the number of households and the value of the transfer.
Payroll pre/post checks, generation, processing, and communication to the payment service providers
should be fully automated – the payroll can be viewed by the users but not modified. Only
administrator login user should be able to modify the payroll workflow steps and also full auditing
should be supported.
Enable the HSNP staff to parameterize the workflows for case management (marker checker and
automatic letter generation with digital signatures for case resolutions).
Enable the HSNP staff to parameterize the monitoring sampling techniques for different monitoring
activities.
Enable the HSNP staff to parameterize the monitoring sampling techniques for different monitoring
activities.
Enable the HSNP staff to parameterize the VMG configurations and triggers.
Facilitate the HSNP staff with configurable settings on the communications module (e.g., message
timings, manual and auto settings depending on case management workflows, payroll generation, and
monitoring).
Enable the HSNP staff to adjust (without any programming effort) all the parameters related to the
matching process between potential beneficiaries and Social Protection programs.
Enable the continuous and dynamic re-targeting of the beneficiaries and their constant reassessment
when their conditions change to ensure they continue to receive appropriate services. Dynamic retargeting should be triggered by any change related to beneficiary characteristics (e.g., socioeconomic
data, employment, etc.). The beneficiaries should be continuously and asynchronously scored in
relation to their probability of exiting the SP system. To this end, the MIS should provide the necessary
means for the HSNP staff to parameterize this process and define the cases where registered
beneficiaries should automatically change their targeting category.
Support the ability for grievances to be categorized under a predefined list of grievance categories
(with multiple levels). The HSNP staff should be able to alter the list without any software programming
effort.
Provide the necessary automation for the routing of the grievances to the appropriate internal users
for further handling. The HSNP staff should be able to define (without any software programming
effort) standard routes for the grievances based on their category. Routes can have more than one
step/stage (processing points).
Provide the necessary automation on program reporting through a configurable reporting engine for
dynamic and on-demand reporting.
Enable the HSNP M&E Officers to design online questionnaires and e-surveys in relation to the SP
programs provided by the NDMA and get feedback, either by a closed group of beneficiaries or by the
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3.2

general public through the HSNP Portal. The HSNP MIS should also include a feature that would enable
the system to correlate a questionnaire/survey with a specific SP program and support export
functionality for the data collected (in CSV and Excel format at the minimum).
Enable the HSNP Management team to configure all the parameters12 (eligibility criteria, amount and
timing for payments, M&E, GRM, program period, etc.) of the SP programs without any software
programming effort.
Enable the HSNP IT Officers and the HSNP Management staff to create and configure new cash transfer
SP programs (application form, eligibility criteria, amount and timing for payments, M&E, audits, GRM,
program period, etc.) 13 that follow similar business processes as the existing ones without any software
programming effort. Add, edit, and delete multiple cash/in-kind transfer programs, administrative
units of areas, user roles, user logins, reports (content and layout), payment service providers, payment
tools, questionnaire, targeting formulae, information updates, complaint management forms, payrolls,
M&E forms – users should be able to pick any for their use with/without modification. All design
parameters of programs, processes etc. should be customizable from the administrator login without
requiring a separate screen for customizing the parameters.

Upgrade the HSNP Portal

For the effective deployment of the upgraded HSNP Portal within the hosting infrastructure, the following list of
requirements must be in place before its operation:
•

Based on the existing Web infrastructure's content and navigation maps, a new version of the Portal
has to be designed and developed using an open-source Content Management System (e.g.,
WordPress, Joomla, or Drupal). The new Portal, among others, should:
o
Interoperate with the HSNP MIS building blocks when necessary,
o
Inform the general public about SP programs/services and delivery systems under the NDMA;
and
o
Provide web access for beneficiaries (potential and existing) to facilitate online inquiries/
complaints, etc.

An indicative set of high-level functional and non-functional requirements that will be finalized during the first
phase of the project are presented in the next section.

3.2.1 Technical Requirements Regarding the HSNP Portal
The HSNP Portal should:
•

12
13

Support the necessary functionality for the organization, management, and provision of information
to all, the potential, the existing beneficiaries, and the public, in a usable and effective manner. The
Portal should be one of the main points of interaction between the SP beneficiaries (potential and

The detailed list of parameters will be defined during the first phase of the project.
The detailed list of SP program parameters will be defined during the first phase of the project.
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•
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existing) and the HSNP. They should provide the citizens with information about the HSNP and other
NDMA programs/services and delivery systems so that they can understand, be able, and be
encouraged to engage. Firstly, they should ensure that people understand the various aspects of social
protection programs/services, such as their objectives, intended population, program rules, eligibility
criteria, scope, and content. Secondly, they should facilitate their understanding of delivery systems,
including processes, institutional actors, points of contact and the ways in which they can contact
them, timing and place of registration, rights and responsibilities of registrants and eventual
beneficiaries, channels for filling in grievances, complaints, and appeals, and so forth. Thirdly, the
portal should facilitate understanding, awareness, and access to specific components of the delivery
systems, such as beneficiary registries or other related systems, such as civil registries and foundational
ID systems.
Support two types of search functionality:
o
Quick Search: the user should be able to search for Web pages, or documents, that contain a
specific keyword or keywords from anywhere in the Portal.
o
Advanced Search: provision of a search-specific "tool-form", in which the user should submit
keywords and select additional criteria (e.g., eligibility criteria, location, etc.) to search.
Provide alternative options for viewing and classifying the data they contain according to the user
preferences. Depending on the criteria set by the users, the Portal should enable the customization of
views for the SP programs, the services, and the corresponding information concerning them (e.g.,
programs per period of provision, per eligibility criteria, per payment amount, etc.).
Support document library functionalities.
Provide the necessary communication mechanisms via contact forms (at the minimum) for the
beneficiaries (potential and existing) and the public. The users should have the option to submit
information requests.
Provide adequate mechanisms (full tracking of the messages flows, users involved ,and status
regarding resolving the reported issues) to monitor and manage all the communication originated by
external users.
Provide the necessary automation to assign communication originated by external users, to the
appropriate internal users, for further handling.
Be capable of interfacing with Social Media (minimum: Facebook, Twitter, LinkedIn, and Instagram)
and support the necessary functionality to promote information, news, publicity material, and
announcements on them.
Provide newsletter management functions to communicate information to the potential beneficiaries.
Support adequate mechanisms for the logging of Web traffic, as well as the relative quantitative and
qualitative data (active users, demographics, visitors’ location, devices, browsers, Web pages accessed,
access frequency, entry points, etc.).
Be capable of being configured (in terms of structure and content) without any further software
development.
Be capable of incorporating parts of the HSNP MIS (e.g., M&E dashboards).
Be accessible from all known Web browsers.
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3.3

Be responsive.
Follow the corporate identity of the NDMA.
Distribute hypermedia following modern standards and techniques (e.g., HTML5, CSS3, etc.).
Be able to support multilingual content.
Highlight the importance of the services provided for external users.
Constitute the HSNP's one-stop shop as regards the provision of services to the citizens.
The implementation of the Web pages should follow the latest standards of W3Consortium14.
There should be uniformity and compliance to the principles of the W3Consortium / Web Accessibility
Initiative15.
Care should be taken to minimize the size of the Web pages (volume and length). The minimization of
scrolling is preferable.
There should be adequate navigation support across the full range of the Portal. Users should know
where they are and the available navigation options they have while using the system.

Software testing Environment and Licenses

The consultant firm should provide setup a software development testing environment (Both Software and API
development environment (API Sandbox) for the HSNP MIS. The environment is to be set up with all relevant
licenses.

3.4

Warranty, User Support, and Maintenance

The consultant firm shall provide warranty services to the NDMA, starting immediately after the operational
acceptance approval certificate/s by the NDMA. During the warranty period, the supplier/s shall solve all problems
that may occur with the systems’ functioning without any charge. The free warranty should cover a period of 12
months.
While within the warranty services provided, the supplier should resolve all critical issues related to the operability
of the systems and data corruption in no more than two (2) hours for critical issues and no more than two (2) days
for non-critical issues.
The warranty service should include the following categories of services:
•
•
•
•

14
15

Corrections of errors in the system;
Help the Client Team to correct all problems arising with the data as a result of an erroneous function
of the MISs;
Technical support in the configuration of the HSNP MIS, or adjustment by changing default parameters;
and
Provision of the necessary technical assistance to trained staff and re-training if it is disclosed that they
cannot solve all problems after receiving training.

https://www.w3.org/
http://www.w3.org/WAI/
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The HSNP MIS should have the option to be further supported after its delivery in terms of maintenance and user
support by an external contractor.
The consultant firm shall guarantee the user support and the availability of the maintenance service to be
consulted on matters arising during the operation throughout the post-warranty period. The user support and
maintenance service will be the subject of a separate contract.
The services provided should include:
•
•
•
•
•
•
•

Technical support for the administrators and the business users;
Fixing of any issues arising due to malfunctions in the system, free of charge;
Updates, upgrades, and system revisions;
Adjustment of the HSNP MIS to new government policies, legislation, or new business requirements,
such as adjustment of forms, system data processing and calculations, new reports, and similar;
Adjusting parts of the system that have been affected by a change in some other part of the system,
such as changes of the hardware or the operating system.
Making functional enhancements to the system to increase the system's performance even when the
changes have not been suggested by faults; and
Performing activities to prevent errors by reducing the software complexity, improving software
understandability, and increasing software maintainability (for example, documentation updating,
code optimization, code restructuring, etc.).

The existence of such a set of services will guarantee the viability of the undertaking. It will ensure the effective
and seamless operation of the HSNP MIS.

3.5

Capacity Building and Gradual Transition of the HSNP MIS Maintenance and Development to
the Client Team

Starting immediately after the signing of the contract, training services should be provided to enable the Client
Team to fully support the HSNP MIS in terms of maintenance and further development as needed in order to extend
the supported functionality. This training will take place throughout the project.
The consultant firm should design and implement a training plan for the Client Team to guarantee the effective
maintenance, support, and upgrade of the HSNP MIS in the future.
This plan should cover the following:
•

•

Proposed training seminars and/or online training for the Client Team in the HSNP MIS software
development tools and its hosting infrastructure technologies. The consultant firm should also propose
a set of certificates to be acquired by the Client Team as part of the training process.
On-the-job training through the joint software development of the HSNP MIS upgrades by the Client
Team and the Consultant Team.

Training services should also be provided to the HSNP MIS business users (regarding the upgraded version of the
MIS) to manage, operate and effectively use all the features of the HSNP MIS and create reports and dashboards
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(Ten working days per user category is sufficient to cover the educational process effectively). Training has to be
performed on a live version of the HSNP MIS. All training material used and the system’s user and administration
manual have to be delivered in both electronic and paper format to the trainees before starting the training
sessions. Moreover, an online course should be developed and deployed in an online learning management system
(LMS).
Besides on-the-job training, the Consultant firm should enhance capacity building by assisting the client with the
provision of recommendations, template documents, and practical training throughout the project. Support should
be provided in:
•

•

•

Selecting and adopting a software development methodology to fit the Client Team needs. With the
valuable contribution of the MIS Consultant, the consulting firm should propose a methodology (e.g.,
Scrum, XP, Kanban) and train the HSNP MIS team to follow it during the joint software development of
the HSNP MIS upgrades. Lean and Agile principles for software development could be a good option.
Nevertheless, the use of such approaches in the public sector many times proves to be complicated16.
To that end, special attention needs to be given to the peculiarities of the organization (NDMA) and
the team’s skills and culture.
Introducing standard operating procedures (SOPs) for the effective daily operation of the HSNP MIS.
To this end, SOPs have to be developed by the Client Team with the assistance of the consultant firm.
These include, but will not be limited to:
o
System Maintenance and Support:
▪ Incident and problem management, including detection, reporting, and fixing of problems
impacting the managed IT resources such as Hardware, Software, Network, Environment,
Procedures, and Applications.
▪ System maintenance activities, including system administration activities, back-up
procedures, security procedures, proprietary software management, hardware
maintenance and upgrades, etc.
▪ User support procedures (both local and remote support).
o
Service request management procedures to accommodate the processes related to collecting,
reviewing, and prioritizing the business user needs.
o
Change management to facilitate all the processes related to changes at both the production
and development environments through planning, coordination, and.
Using IT tools to improve the efficiency of IT-related activities management. These tools may
automate and streamline the IT business processes and the respective reporting. Indicative but not
limiting examples of such tools may be ClickUp or Trello to facilitate the management of the IT
processes, GitHub or Jira to manage all the software-related tasks, Selenium to support testing, etc.
The consultant firm should bring in their experience regarding such tools and utilize them throughout
their involvement.

16

Nuottila, J., Aaltonen, K., & Kujala, J. (2016). Challenges of adopting agile methods in a public organization. International
Journal of Information Systems and Project Management, 4(3), 65-85.
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•

3.6

Standardizing the documentation and quality assurance processes. In terms of documentation and
quality assurance, the HSNP MIS team, with the consultant firm's assistance, can also standardize the
respective processes. A minimum set of document templates accompanied by the respective
guidelines to support these processes includes:
o
User requirements capturing and impact assessment form.
o
User Requirements Analysis and System Requirements Specifications Document.
o
Technical Specifications Document (including, at the minimum, sections for functional, nonfunctional, service, project management, implementation process, and quality assurance
requirements).
o
System Architecture and Technical Design Document (including all aspects of the system
architecture - e.g., physical layer, application layer, data layer, security, etc., detail database
schema and provide the accompanying data dictionary, discuss the technologies involved in
the various layers of the MIS, and explain how the different modules and layers of the system
are correlated with the MIS source code, at the minimum).
o
Quality Assurance Requirements. All the requirements and testing procedures (including the
reports) to be fulfilled for any HSNP MIS upgrade or development of new software
(complemented by the IT tools described in the previous paragraph).
o
User manual.
o
Administrator's manual.
o
Training material for the business users and the administrators (with options also to be
delivered online).
o
Source code transition and handover repositories (complemented by the IT tools described in
the previous paragraph.
Risks

The upgrade of the HSNP MIS and the successful capacity building of the Client Team will require managing several
risks and depends on the key actors' commitment. Risks include:
•
•

•

The potential lack of adequate human resources in the NDMA in terms of numbers and qualifications
to support and further upgrade the HSNP MIS;
The long-term capacity and governance regarding the HSNP MIS daily operation and future upgrades
once the donor organizations and the software development contractor have transitioned out. To this
end, during the design and implementation phases of the HSNP MIS, several issues should be
investigated, including:
o
upskilling of the current technical staff through intensive training;
o
exploration of additional roles that need to be recruited, e.g., to ensure linkages between any
changes in SP policies and programs, the overall delivery system, and the HSNP MIS; and
o
governance, organizational and HR issues that need ironing out beyond specialized training,
etc.
Problems that may arise during the realization of interoperability between the involved information
systems. The involved software development teams should be fully aligned throughout the
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development process. All the necessary legal and procedural agreements for the continuous provision
of the respective data by the involved public bodies and organizations have to be established in a timely
manner.
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4. Consultant’s Deliverables, Duration of the Assignment, and Timeline
The contractor that will upgrade the HSNP MIS and, in parallel, realize the capacity building of the Client Team is
required to propose a detailed project plan covering the review, analysis, design, development, testing, and
deployment of the system on its target hosting environments.
The plan must cover at least the following stages and deliverables. The project is expected to last twelve (12)
months from contract signing to going live with an additional 1-year free warranty period.
Stage
Contracting

Deliverables
•

Signed Agreement

Planning

•
•

Project Management Plan (report)
Risk Management Plan (report)

Review of the
•
current version of
the HSNP MIS
•
design and codebase •

Identification of parts of the system that need upgrades to make the HSNP MIS
configurable (report)
Review the quality of the existing software (report)
API development environment (API Sandbox) (software)

Configurable HSNP
MIS - Analysis

•

User Requirements Analysis and Technical Specifications for the Configurable HSNP
MIS (report)

Configurable HSNP
MIS - Design

•

Technical Architecture and Detailed System Design for the Configurable HSNP MIS
(report)17
Detailed data design (database schemas and report)
Configurable HSNP MIS UI design (report and mock-ups)
Detailed design of the ETL procedures and interoperability according to the service
requirements (report)
Test plans & Test Cases (report)

•
•
•
•
Configurable HSNP
MIS - Development

•
•

Integrated HSNP MIS fully configurable and modular, interoperating with external
information systems (software)
Interoperability APIs and Web services (software)

17

The contractor must deliver a design specifications document that defines the system's core functional components, the
data model, the final system UI designs, and system integration interface designs.
Also, the contractor must also deliver a technical architecture specifications document describing the required infrastructure,
systems, and tools to be used to host, operate, and manage the “live” and DR systems, taking into account the availability of
the hosting environments. The architecture document must include detailed hardware specifications, virtual machines,
containers, operating systems, application servers, and other systems and software with versions, licenses, and costs, including
annual support and maintenance costs.
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Quality
improvement of the
HSNP MIS

•
•

Updated codebase of the HSNP MIS (software)
Updated documentation of the HSNP MIS (reports)

HSNP Portal Analysis

•

Detailed User Requirements Analysis for the HSNP Portal (report) -

HSNP Portal -Design

•

HSNP Portal UI design (report and mock-ups).

HSNP Portal Development

•

Development and setup of the HSNP Portal (software)

Testing

•

System, integration, performance, interoperability, failover, regression, and user
acceptance test plans (report)
Testing of the Configurable HSNP MIS and the HSNP Portal (report)

•
Data Migration &
Productive System

•
•
•
•

HSNP MIS Implementation Plan - Go-live Readiness Checklists (report).
Migrated Data Quality Assurance (report)
Production system interoperating with the HSNP Portal and external information
systems (software)
HSNP Portal online (software)

Knowledge Transfer

•

HSNP MIS documentation and training material delivered in both electronic and
paper format to the trainees (SP business users) before the start of the training
sessions (reports and digital training material in the LMS).

Capacity building of
the Client Team

•

On-the-job-training assessment report (bimonthly report).

The Client Team will develop all the reports below with the assistance and
recommendations of the Consultant Team.
•
•
•

Standard Operating Procedures for the HSNP IT Group (report)
Proposed IT Tools to automate and streamline the IT business processes (software)
Standardization of the documentation and quality assurance processes
o User requirements capturing and impact assessment form (report)
o User Requirements Analysis and System Requirements Specifications
Document (report)
o Technical Specifications Document (report)
o System Architecture and Technical Design Document (report)
o Quality Assurance Requirements (report)
o User manual (report)
o Administrator's manual (report)
o Training material for the business users and the administrators (report)
o Source code transition and handover repositories (report and software)
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Documentation

•
•
•
•
•
•
•

Technical Specifications
System Architecture and System Design
User Manual
Online User Guide
System Administration Manual
Data Integration Manual
Disaster Recovery Manual

Technical Support

•
•
•
•

Technical Support Agreement (report)
Quality of Service Agreement (report)
Monthly support reports (report)
Technical Support System/Tool (software)

Table 1: Upgrade of the HSNP MIS and capacity building of the Client Team
Table 2 and Figure 7 summarize the necessary design and development tasks that the contractor should implement
to upgrade the HSNP MIS and perform the capacity-building activities, along with the respective deliverables and
milestones. The contractor to develop both systems should undertake the project with overall supervision by the
NDMA.
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Table 2: Implementation of the Client Team reorganization and the upgrade of the HSNP MIS. Requirements to be fulfilled by the contractor
Task

Deliverables18

1. Project Management/Planning

•

Project Management Plan (report)

•

Risk Management Plan (report)

•
•

2. Review of the current version of
the HSNP MIS design and codebase

Start
(month)

End
(month)

1

12

1

6

•

Review the quality of the existing software (report)
Identification of parts of the system that need upgrades to make the HSNP MIS
configurable (report)
Upgrades to be implemented in the HSNP MIS in terms of new features,
interoperability, and integration with external systems (report)
API development environment (API Sandbox) (software)

•

Updated codebase of the HSNP MIS (software)

2

12

•

Updated documentation of the HSNP MIS (reports)

•

User Requirements Analysis and Technical Specifications for the Configurable
HSNP MIS (report)

1

3

•

Technical Architecture and Detailed System Design for the Configurable HSNP
MIS (report)
Detailed data design (database schemas and report)

2

6

•

3. Quality improvement of the HSNP
MIS
4. Configurable HSNP MIS
4.1 User Requirements Analysis &
Technical Specifications

•
4.2 Detailed System Design

•
•
•

Configurable HSNP MIS UI design (report and mock-ups)
Detailed design of the ETL procedures and interoperability according to the
service requirements (report)
Test plans & Test Cases (report)

18

The Client Team will be responsive for approving all deliverables.
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Task

4.3 Development and Setup

Deliverables18
•

Integrated HSNP MIS fully configurable and modular, interoperating with
external information systems (software)

Start
(month)

End
(month)

3

12

5. HSNP Portal
5.1 User Requirements Analysis &
Technical Specifications

Detailed User Requirements Analysis for the HSNP Portal (report) -

1

1

5.2 Detailed System Design

•

HSNP Portal UI design (report and mock-ups).

1

2

5.3 Development and Setup

•

•

2

3

Interoperability APIs and Web services (software)

4

9

•

3

12

•
•

System, integration, performance, interoperability, failover, regression, and
user acceptance test plans (report)
Testing of the Configurable HSNP MIS (report)
Testing of the HSNP Portal (report)

•
•
•

HSNP MIS Implementation Plan - Go-live Readiness Checklists (report)
Migrated Data Quality Assurance (report)
Production system interoperating with external information systems (software)

12

12

•

•

•

HSNP MIS documentation (Technical Specifications, System Architecture and
System Design, User Manual, Online User Guide, System Administration
Manual, Data Integration Manual, Disaster Recovery Manual) delivered in both
electronic and paper format
HSNP MIS training material delivered in both electronic and paper format to the
trainees (SP business users) before the start of the training sessions (reports
and digital training material in the LMS).
Training for the Client Team and the business users

1

12

6. Interoperability with external
information systems

7. Testing of the HSNP MIS

8. Data Migration and Production
System

9. Knowledge Transfer to the Client
Team and the business users to take
over the information systems

•

•

Development and setup of the HSNP Portal (software)

HSNP Portal online (software)
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Task

Deliverables18

Start
(month)

End
(month)

10. Capacity building of the Client
Team
10.1 Standard Operating Procedures
for the HSNP IT Group

•

Standard Operating Procedures for the HSNP IT Group (report)

1

2

10.2 Tools to support the Client
Team

•

List of IT Tools to automate and streamline the IT business processes (report)

1

2

10.3 Standardization of the
documentation and QA

•
•

1

4

•
•

User requirements capturing and impact assessment form (report)
User Requirements Analysis and System Requirements Specifications Document
(report)
Technical Specifications Document (report)
System Architecture and Technical Design Document (report)

•
•
•

Quality Assurance Requirements (report)
User manual (report)
Administrator's manual (report)

•
•

Training material for the business users and the administrators (report)
Source code transition and handover repositories (report and software)

•

On-the-job-training assessment report (bimonthly report).

1

12

•

Project close-out report, troubleshooting report covering the warranty period,
and final versions of the software and documentation.

13

24

•

Technical Support Agreement (report)

25

-

•
•

Quality of Service Agreement (report)
Monthly support reports (report)

•

Technical Support System/Tool (software)

10.4 Introduction of a software
development methodology and onthe-job Training of the Client Team
11. Warranty
12. Maintenance and technical
support after the delivery of the HSNP
MIS
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Figure 7: Time plan for the upgrade of the HSNP MIS and the capacity building of the Client Team

Draft Version 4, Dec. 09, 2021

33

Enhancing the Capacity of the HSNP MIS and Staff for Customization, Interoperability, Reusability and Operations, to support
NDMA in the Development and Maintenance of the System

5. Contract Form and Payment Schedule
5.1

Contract Form

To be provided by procurement.

5.2

Submission of Proposals and Evaluation

The consultant firm that will upgrade the HSNP MIS and, in parallel, realize the capacity building of the Client Team
is required to include in its proposals:
•
•

A project plan covering the major stages and activities of the project, the names of resources allocated,
and the start and end dates of each.
A resourcing plan with the names of resources assigned to the project, the start and end date, and the
number of person-days expected from each resource. The following is an indicative but not limiting list
of roles that may o be covered based on the consultant firm’s assessment. The positions are
categorized into the imperative (those that constitute requirements upon which a firm`s offer will be
evaluated as responsive or not) and the optional ones (positions that can add points to a firm`s
evaluation):
o
Imperative
▪ Project Manager
▪ Systems Analyst
▪ Software Architect
▪ Technical Architect
▪ DB Architect/Data Modeler
▪ Software Developers
▪ Front-end Software Developer/Web Developer
▪ QA/SW Tester
▪ Technical Writer
o
Optional
▪ Social Protection Specialist
▪ UI Designer
▪ Web Designer
▪ DB/System/Network Admin
▪ BI Architect
▪ Technical Support
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•

•
•

•
•
•

•
•

•

•

The CVs of all the resources assigned and allocated to the project. The CVs should follow a standard
format that provides for at least the following information (the CV should not exceed five (5) pages for
senior staff and two (2) pages for juniors):
o
Name, date of birth and city of residence,
o
University degrees, name of institution and year of the award,
o
Number of years of experience, including the number of months/years with the current
company,
o
Work experience listed from the current role. The list should include the name of the employer,
role, start and end dates, and a brief description of projects they have participated in as well
as their role in each of them.
An agreement that only 20% of the proposed named resources can be changed after the contract is
signed and only after proper review and approval of changed resources by the NDMA.
At least two (2) relevant enterprise projects similar (in terms of complexity, number of users to be
supported, technologies used, and architecture paradigm) to this one completed by the company in
the past five (5) years. The company must include the client's contact details for each project for
possible due diligence contact by the NDMA. The NDMA may request a demonstration of some of these
projects during the assessment stage.
The URL to at least two (2) websites/portals developed for similar clients. The NDMA may request a
demonstration of some of these portals during the assessment stage.
A decription of their understanding of the scope of the requirements and details and any issues that
need clarification by the Client or further analysis by the consultant firm.
Their proposed analysis and design methodology. Consultant firms are advised not to use boilerplate
cut-and-paste methodologies but the actual method to be used by their assigned analyst and designer
to analyze and redesign the system.
Which web-page design tool will be utilized to facilitate the analysis and capture of user interface
requirements and design decisions.
A description of the technology, programming environments, and design tools to be used to redesign
and further upgrade the HSNP MIS. The consulting firm must explain how their choice of tools and
platforms meets the current and future needs of the HSNP MIS.
A description of their design and development methodology. Prototyping and agile methodologies are
encouraged as the firm is expected to deliver visible working prototypes of the system monthly after
the design is approved. The HSNP MIS implementation approach should include at least the following
stages: Knowledge capture, System Requirements, System Architecture, Data Architecture/Data
Model/Database, ETL Process, Interoperability, Data Access, and Deployment.
A description of the development frameworks, programming languages, and tools, including versions,
to be used in developing the system. The consultant firm should indicate the number of person-years
of experience they have had using the proposed frameworks, languages, and tools. The NDMA
recommends using modern development frameworks and tools and, where possible, avoiding old
technologies and tools superseded by newer versions or ones which have gone out of use in the local
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•

•

•

•
•

•

and international market. Firms should, however, avoid using beta releases of development tools and
frameworks.
A brief description of the code version control system to be used in managing the HSNP MIS codebase
during development and the release policies and procedures for new versions of the code towards its
target environments.
A description of the development methodology they intend to use, especially the controls and tests
performed at each stage, to check the developed code/components' quality. System test cases and
test results of developed components performed for the client during development will be required
for the client's auditing.
A description of both how the integration of the HSNP MIS and other systems/components into one
system/prototype will take place and the integration testing to be performed after each such
integration.
A description of its quality assurance methodology covering the essential resources, tools, and steps
to be followed to ensure an acceptable quality of the delivered system.19
A description of the testing stages the system will undergo from its initial development to the final
acceptance by the client20. At least the following tests should be covered:
o
System testing (including component and system tests) at the consultant firm infrastructure
before the release to the Client.
o
Integration testing (of system-to-system interfaces) between the HSNP MIS and other
involved systems/components.
o
Performance testing (to meet the anticipated usage volumes).
o
User acceptance testing is to be performed by the client users at the target testing
environment (for the final system’s acceptance by the Client).
o
Failover and DR testing (to ensure graceful recovery from failures and disasters) performed
by the consultant company in close coordination and support by the Client Team.
o
Regression testing (following changes to code previously tested) to ensure that the new code
does not break the functional and data integrity of a previously tested code.
A summary training plan21 that covers all users of the HSNP MIS and the and the Client Team and a
description of the training that will be given to each group. This plan should also cover the following:
o
Training seminars and/or online training for the Client Team in the HSNP MIS software
development tools and its hosting infrastructure technologies. The consultant firm should also
propose a set of certificates to be acquired by the Client Team as part of the training process.
o
On-the-job training through the joint software development of the HSNP MIS upgrades by the
Client Team and the Consultant Team.

19

Quality may be understood as delivering a working software system that meets the client's functional and performance
requirements.
20
The specific requirements to be covered for these tests are described in Annex II and must be met.
21
The firm must specify the type of training given, including instructor-based, CBT, shadow on-the-job training, train-thetrainer, etc.
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•

An agreement guaranteeing that the necessary pool of IT human resources for future IT positions to
be outsourced by the NDMA to support and further develop the HSNP MIS will be available. The
consulting firm has to provide a fixed person-month cost for all the IT positions that NDMA may need
to outsource for a period of five years. Preferably this staff has to be involved under the current
contract.

The expressions of interest should include:
•
•

•
•

A cover letter.
Technical proposal illustrating the applicant's understanding of the ToR, proposed methodology, and work
plan according to the requirements set in this section. The technical proposal should also cover all the
requirements included under sections 3 and 4 (Scope of the Work – Service Requirements and Consultant’s
Deliverables, Duration of the Assignment, and Timeline).
Financial proposal based on the requirements provided under the next section (Financial Arrangements)
Appendixes:
o CVs of the consultant firm team.
o Contact information for two professional references.
o Samples of relevant work previously produced.

Before submitting a proposal, the bidder may request a site visit to examine the current HSNP MIS software and
hosting environment. At that event, the bidder must contact:
…………………………….
……………………………..
The proposal evaluation criteria are described below:
Item

Maximum Score

Technical proposal

70%

Financial proposal

30%

Item

Maximum Score

Project Organization, Relevant Project Experience, Key Personnel Qualifications, Skills and
Experience

30%

Methodology, Project management, Quality Assurance and M&E

40%

Customization/MIS transformation into a product

20%

Suitability of the transfer of knowledge (training) and capacity building program.

10%
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100%
Table 3: Proposal Evaluation Criteria

5.3

Financial Arrangements

The financial proposal should include the following:
•
•
•
•
•

Consultancy and provision of services fees for each line of work described in this ToR with a breakdown
per IT or other role involved in the undertaking.
Software licensing costs concerning the API development environment (API Sandbox) proposed by the
consulting firm.
Costs regarding the training seminars and/or online training. The training activities should cover all
members of the Client Team.
Other costs If applicable (e.g., travel and subsistence costs).
A fixed person-month cost for all the IT positions that NDMA may need to outsource for a period of
five years, and a statement that this pool of IT human resources staff will be involved under the current
contract (optional).

Any costs or requirements not included in the budget should be mentioned. Otherwise, it is assumed the budget is
all-inclusive to complete the undertaking.
The financial proposal shall indicate the budget estimated in USD.
The payment schedule will be based on the following breakdown:
No

Deliverable

Payment upon
satisfactory delivery (%)

1

User Requirements Analysis & Technical Specifications of the Configurable HSNP MIS
and Live HSNP MIS Portal (tasks 2, 4.1, and 5.1 in Table 2 above)

15%

2

Capacity building of the Client Team and standardization of the documentation and
QA (task 10.1, 10.2, and 10.3 in Table 2 above)

10%

3

Detailed System Design of the Configurable HSNP MIS (tasks 4.2, and 5.2 in Table 2
above)

10%

4

Testing of the HSNP MIS - Data Migration and Production System (tasks 3, 4.3, 5.3, 6,
7, 8, 9, and 10.4 in Table 2 above)

45%

5

Project close-out report, troubleshooting report covering the warranty period, and
final versions of the software and documentation. (task 11 in Table 2 above)

20%

Table 4: Payment Schedule
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6. Key Personnel (Qualifications And Experience)
The following are the roles, skills, and experience required in the proposed team of the consultant firm. The number
of resources as are necessary for each role must be specified and their CVs provided as part of the technical
proposal offered by the consultant firm.
As mentioned in the previous section, the imperative positions to be included in the consultant firm team are the
following:
•
•
•
•
•
•
•
•
•
•

Project Manager,
Social Protection Specialist
Systems Analyst
Software Architect
Technical Architect
DB Architect/Data Modeler
Software Developers
Front-end Software Developer/Web Developer
QA/SW Tester
Technical Writer

The above composition will serve the upgrade of the HSNP MIS and the development of the HSNP MIS Portal and
will be split into two teams under the guidance of the Project manager. The second team will be staffed by the
Front-end Software Developer/Web Developer, while the rest of the involved persons will staff the HSNP MIS
upgrade team.
An indicative estimation of the expected effort needed is provided in the table below:
Position

Effort

Months

Person Months

Project Manager

0,2

12

2,4

Social Protection Specialist

0,4

3

1,2

Systems Analyst

0,3

4

1,2

Software Architect

0,5

4

2

Technical Architect

1

1

1

DB Architect/Data Modeler

0,5

2

1

Senior Software Developer

1

10

10

Senior Software Developer

0,7

10

7

1

1

1

Front-end Software Developer/Web Developer
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QA/SW Tester
Technical Writer
Technical Support

0,4

5

2

1

2

2

0,5

6

6

Table 5: Project Sizing
The table below provides tha project human resources requirements
Role
Project Manager

Qualifications, Skills & Experience Requirements
•
•
•
•
•
•
•
•
•

Systems Analyst

•
•
•
•
•
•
•
•
•

Software Architect

•
•
•
•

Masters Management/IT/Business
10-year project management experience (PMP/Prince2 certification is an
advantage)
Min. management of 5 major implementation projects
Experience in the full project lifecycle
Experience managing min. 3 projects for central/local government agencies
Good skills managing risks and dependencies
Good skills in managing resources and activities and plans
Excellent command of the English language
Excellent communication, reporting and presentation skills
BSC in ICT/Software engineering, MSc. Advantage
10 years of system analysis/design experience
Min. 5 information system projects with major relational database systems
Experience with central/local government, SP sector experience is an advantage
Experience in process modeling/design and tools (Experience in SP
processes/procedures an advantage)
Good experience in user interface analysis & design, including web design tools
Excellent experience in requirements analysis/capture/management
Good command of the English language
Excellent communication, documentation, and presentation skills
BS. Degree in IT/technical discipline, MSc. an advantage
10 years of experience in the design of software architectures and information
systems
Min. 3 software architectures for enterprise Web applications with 100+ users
Proven experience in large system design and integration with the use of most
of the following technologies:
o
Exceptional skills at the ASP.NET programming language, ASP.NET MVC
and ASP.NET Core combined with JavaScript, JQuery, Angular, CSS,
HTML5, TypeScript etc.
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o

•
•
•

Excellent knowledge level of developing Web Services, building Rich
Internet Applications and creating Application Programming Interfaces.
o
WEB 2.0 programming experience (json, POX, Rest, Soap web services,
WS-*, Oauth etc.).
o
Wide experience in designing and managing large databases: relational
(MS-SQL Server, Oracle, MySQL, DB2) and ORM frameworks (Entity
Framework, NHibernate, Hibernate).
o
Advanced knowledge of .NET 4.5 (WCF, WF, WPF, LINQ, ASP.NET MVC,
MEF) and long experience in developing applications following design
patterns.
o
Advanced knowledge of JAVA EE platform (RMI, JMS, EJB, JSP, JSF),
Spring, Spring Boot.
o
Advanced knowledge of unit testing (e.g. xunit, mok, AutoFixture,
FluentAssertions, Junit, Mockito).
o
Long programming expertise in C#.
o
Experience in Integration Services (BizTalk, SQL Server Integration
Services), Reporting Services (SQL Server Reporting Services), Analysis
Services, BI solutions (e.g., Tableau, Microsoft PowerBI, QlikView,
Pentaho, IBM Watson Analytics) and Business Process Management
Software (e.g., drools, jBPM, Activiti).
o
Long programming expertise in Cloud-based applications (Windows
Azure, Amazon AWS, EC2).
o
Wide experience in design, development and support of software
applications and information systems - Advanced knowledge of tools
and practices such as SPARX Enterprise Architect, Continuous
Integration, Inversion of Control, Test First Development, Scrum,
Kanban, Visual Studio Team Foundation Server, Solution Modeling, UML.
o
Wide experience in project management - Advanced knowledge of tools
such as Microsoft Project, JIRA.
o
Familiarity with the following types of programming: Aspect Oriented
Programming (PostSharp), Functional programming (F#, Scala), Dynamic
programming (Groovy), Parallel & Async Programming, Reactive
Programming (Rx Extensions).
o
Scaling applications - Microservices (Azure Service Fabric, MassTransit,
RabbitMQ, ESB, Akka.Net, Orleans)
Outstanding knowledge of software and application design and architecture.
Solid understanding of a variety of programming tools and development
platforms.
Excellent organizational and leadership abilities.
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•
•
•
Technical Architect

•
•
•
•

•
•
Web Designer

•
•
•
•
•

BS. Degree in IT/technical discipline, MSc. an advantage
10 years of experience in the design of technical architectures and infrastructure
Min. 3 technical architectures for enterprise Web applications with 100+ users
Min. 5 years of experience in
o
3+ tier web architectures and standards
o
2 web technologies at web server, application server levels
o
Internet technologies, protocols & devices
o
Internet security protocols and technologies
o
Failover & disaster recovery architectures
o
Clustering, farming, SAN replication and Virtualization architectures
o
architectures & technologies for hosting the platforms proposed by the
company
o
System integration architectures, especially Web Services
Excellent command of English
Excellent communication and documentation skills in both languages

•
•
•
•

BS. Degree in IT or related discipline
10 years of experience in designing websites and web portals
Excellent knowledge in HTML, web browsers, and web page design tools
Good experience with CSS, JavaScript, and web scripting languages
Good experience in graphics formats (MPEG, GIF, PNG, etc.) (Experience in
graphics design/manipulation tool advantage)
Min. 5 years in designing
o
Portals on the portal platform and tools proposed by the firm
o
interactive and transactional websites
o
content-intensive sites
o
sites with public and private interfaces
o
process workflow and web forms tools
Experience in content management platforms advantage
Good command of English
Team player/leader
Excellent communication and documentation skills

•
•
•

BS. Degree in IT or related discipline, DBA certification an advantage
10 years design and administration of industrial-strength database systems
Excellent knowledge in SQL and other DB query languages

•

Database Design
Expert

Highly analytical mindset, with an ability to see both the big picture and the
details.
Excellent command of English
Strong communication and presentation skills.
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•
•
•

•
•
•
System Integration
Expert

•
•
•
•
•

•
•
•
•
•
•
•
Software
Developers
(including the Frontend Software
Developer/Web
Developer)

•
•
•
•
•
•
•
•

Minimum experience in three major relational database systems (SQL Server,
Oracle, MySQL)
Excellent knowledge in the design of logical and physical databases
Min. 5 experience in
o
portal database system/server proposed by the firm
o
entity relationship diagram models and tools
o
design of multi-user public portal databases
o
performance tuning and indexing of large databases
o
database replication, mirroring, and archiving
o
database security & electronic record management
Good command of English
Team player/leader
Excellent communication and documentation skills
BS. Degree in IT or related discipline, programming certification advantage
10 years’ technical development/programming experience
5 years experience in system & data integration technologies and tools
Excellent expertise in integrating heterogeneous systems and databases (Oracle,
SQL Server, MySQL)
Excellent knowledge in design, programming and testing of Web Services, Web
APIs and related technologies on multiple programming and database platforms
(.NET/SQL Server, Java/MySQL, Java/Oracle)
Excellent experience in designing XML schemas for exchanging data using Web
Services (experience in JSON and Web APIs an advantage)
Experience in data import and export tools from/to various file formats
Good understanding of relational database technologies, systems, and tools
Good knowledge in web technologies, architectures, and servers
Good working knowledge in code version control tools and procedures
Team player with pro-active attitude in a multi-stakeholder environment
Good verbal and written communication skills in English
BS. Degree in IT or related discipline, programming certification advantage
5 years programming experience
Min. 3 years in the development technology and tools proposed by firm
Ability to develop unit testing of code components or complete applications.
Must be a full-stack developer and understand concepts of software
engineering.
Experience in working on a variety of software development projects.
Deep programming language knowledge.
Excellent experience in more than one programming languages (Java or C#)
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•

•
•
•

•
•
•
•
•
•
•
•
•
•
•
•
QA/Testing Staff

•
•
•
•
•
•
•
•
•

•
•
•

Advanced skills at the ASP.NET programming language, ASP.NET MVC and
ASP.NET Core combined with JavaScript, JQuery, Angular, CSS, HTML5,
TypeScript etc.
Excellent knowledge level of developing Web Services, building Rich Internet
Applications and creating Application Programming Interfaces.
WEB 2.0 programming experience (json, POX, Rest, Soap web services, WS-*,
Oauth, etc.).
Experience in designing and managing large databases: relational (MS-SQL
Server, Oracle, MySQL, DB2) and ORM frameworks (Entity Framework,
NHibernate, Hibernate).
Knowledge of .NET 4.5 (WCF, WF, WPF, LINQ, ASP.NET MVC, MEF) and long
experience in developing applications following design patterns.
Familiar with JAVA EE platform (RMI, JMS, EJB, JSP, JSF), Spring, Spring Boot.
Knowledge of unit testing (e.g. xunit, mok, AutoFixture, FluentAssertions, Junit,
Mockito).
Long programming expertise in C#.
Familiarity with tools like JIRA and GIT.
Experience in development of information systems
Good knowledge of development methodologies and tools
Good knowledge in n-tier web architectures
Good working knowledge in code version control tools and procedures
Team player with a pro-active attitude
Good command of English
Good communication skills
BS. Degree in IT or related discipline
5 years of testing and quality assurance experience
Min. 3 years of experience in testing information systems
Good knowledge of automated testing tools
Good experience in understanding requirements and design specifications
Demonstrated experience in leading/managing the testing phase in a project
Demonstrated experience in managing User Acceptance Testing
Demonstrated experience in performance and stress testing
Good skills in
o
preparing test plans and test cases from design specifications
o
preparing test data
o
reporting and following up bugs/failures trapped in a testing
Team player with excellent communication skills
Good command of English
Has critical attitude and an eye for details
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Technical Writer

Technical Support

•
•
•
•
•
•
•
•
•

BS. Degree
5 years of experience in system documentation and user manual preparation for
MIS systems
At least 3 demonstrable user manuals for major systems
Excellent command of English
Excellent knowledge of office applications
Good knowledge of document template style and format preparation
Good listening and writing skills
Good knowledge of electronic print production formats and qualities
Good understanding of web technologies, applications and systems

•
•
•
•
•
•
•

BS. degree
5 years of experience in providing help desk/technical support for ICT users
Min. 3 years of experience in help desk ticketing systems/technology
Good command of English conversational skills
Good social manners and customer interaction skills
Good knowledge of technical support agreements, levels of service, etc.
Good knowledge of technology and systems proposed/developed by the firm

Table 6: Project Human Resources Requirements
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7. Client Obligations (Services to be provided by the Client)
The client’s responsibility will be to:
•
•
•

•

•

Provide the consultant firm with controlled authorized access to the existing MISs, their databases, and
their documentation for the purposes of this ToR, with support from the HSNP MIS technical staff.
Approve all work within the scope of the mutually agreed contract to be completed by the Consultant
firm prior to this work commencing.
Acknowledge that all text, artwork design, logos, likeness, photos and graphics, information, and other
medium to be used in the HSNP and NDMA Portals contain valuable copyright, trademark, services
mark, trade secret, and other proprietary rights. Both parties shall reserve such rights thereto, and no
such rights are transferred pursuant to this agreement.
Maintain custodial confidentiality and proprietary usage of information pertaining to the maintenance
contract. Such information that would consequently result in damage or loss to either party's business
should not be disclosed to a third party without the prior written consent of the other party.
Make payments due to the consultant firm within the stipulated period to avoid service interruption.

Draft Version 4, Dec. 09, 2021

46

Enhancing the Capacity of the HSNP MIS and Staff for Customization, Interoperability, Reusability and Operations, to support
NDMA in the Development and Maintenance of the System

8. Reporting Requirements
The contractor will be required to:
•

•

•
•
•
•

•

•

•

Deliver visible outputs of their development effort during the development phase monthly to
demonstrate progress. If a prototyping or agile methodology is used, the outcomes will be linked to
prototypes proposed to and agreed upon by the client.
Ensure the documentation of the source code produced during development, as the NDMA will own
the source code. The NDMA has the right to inspect any produced code to ensure this documentation
requirement.
Submit test plans for all the planned tests, describing the scope of each test, the test tools, test data
to be used, and who will carry out the test, when and how.
Prepare and submit test cases for all the planned tests specified in the test plans. Test cases describe
the instructions, data, and results forms to be used during tests.
Record test results on prepared forms to be filled in by the test users or configure the testing tool to
produce readable test results in spreadsheet/report format.
Prepare test-correction-release procedures to be used by testers and developers to record, track, and
fix problems encountered during testing. Regression testing must be incorporated after each testcorrection-release cycle to ensure software fixes do not inadvertently break the system's working
functionality.
Prepare a detailed implementation plan covering all the activities, environments, components,
stakeholder responsibilities, and conditions for implementing the HSNP MIS. The plan must cover the
following key activities:
o
Testing (performance, UAT, and DR);
o
Training (of business and technical users);
o
Documentation (production of all required procedures manuals);
o
Environment setup (for testing, training, live and DR operations);
o
Installation and configuration (of the HSNP MIS, and the respective components);
o
Data integration (integration of data from the existing information systems and all the
necessary and available data sources); and
o
Technical support (for all user activities on the HSNP MIS, whether for testing, training, or live
operation)
Prepare a data migration strategy and plan during the initial planning and analysis stage, which defines
which data to migrate from the existing HSNP MIS version and the external information systems to the
final version of the HSNP MIS, when, how, and who will do it.
Identify and define the data quality checks, cleansing, and transformations required for the data from
the various data sources as they are migrated to the HSNP MIS. This will naturally depend on the new
data model and how it implements multiple data quality checks during the data migration and the ETL
process.
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•

•

•

•

Have the user manuals for the system in print and electronic formats and deliver copies of the relevant
manuals to all trainees before the training sessions start. Moreover, an online course should be
developed and deployed in an LMS.
Have an evaluation form to be filled in and signed by each user at the end of the training sessions.
Evaluation forms must be submitted to the client for approval. Acceptance of training delivered by the
company will be based on trainee evaluations.
Provide a technical support and maintenance agreement to be reviewed and agreed upon with the
client for providing ongoing technical support services for the systems and their users during the
warranty period. The annual fees required to provide technical support for the systems and their users
following the warranty period and the technical support levels covered by the fees must also be
specified.
Include a level of service agreement (SLA) as a conditional attachment to the technical support
agreement to be signed with the client during both the free warranty and the technical support period.

In terms of project management, the contractor must assign and maintain a project manager to manage the
project, the plan, and resources on the contractor side, coordinate project activities, and make regular progress
reports to the Client.
The project manager will be responsible for:
•
•
•
•

•

•

•
•

Participating in all regular project meetings with the Client and any other meetings called by the Client
or the sponsor to monitor and provide updates on the project status.
Preparing and finalizing a detailed project plan which is to be delivered to the Client at the end of the
planning stage.
The Client to deliver outputs and execute activities specified in the agreed plan on schedule and
according to agreed quality criteria.
Monitoring all activities' progress and report project progress in a graded color code with green
representing progress according to plan and red describing serious delivery risks that require senior
action/intervention.
Delivering and also discussing a monthly project progress report with the client. The report shall include
four sections: project plan status, what has been completed, what is being planned for the coming
month, and the risk status.
Preparing, updating, and monitoring a project risk register. The register will include potential risks,
their probability rating, their impact on project delivery and the mitigation measures planned, and who
will be responsible for mitigating the risk. The manager will report the status of registered risks in the
periodic progress report and highlight them during the client's monthly meeting.
Preparing presentations and participating in workshops organized by the Client, sponsor, or partners,
as and when necessary, at key stages during the project delivery.
All communications between the contractor and its team and the Client and their partners. Whether
written or electronic, all such communications must go through the counterparty manager on the
Client side.
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•
•

Coordinating all project activities and resources required with the Client Team for all activities that
involve the Client or its partners' participation.
Controlling the project scope and managing the change management process based on the baseline
requirements included in the ToR and clarified during the analysis phase.

Finally, regarding documentation:
•
•

•
•

•
•
•

Except for project documents, all required documentation must be delivered in print and PDF/Word
formats.
All documentation outputs must be reviewed and approved by the Client. Reviews may result in
comments and changes that need to be made to the submitted documents. Final approval and
acceptance of submitted documentation may take up to one (1) month from the time of submission,
depending on the type and size of any document delivered.
As agreed in the project plan, documents must be delivered within two (2) weeks of the scheduled
delivery time. Delayed delivery may result in knock-on delays to project activities that depend on them.
Documents must be presented in a professional format/style/structure acceptable to the client. The
format and style of manuals must be prepared by the contractor and accepted by the client prior to
the manuals' actual production.
All produced documents must be version controlled, with precise major and minor version numbers.
The final version of the delivered documents with the systems will be version 1.0.
Documents must have editable versions in Word format and read-only versions in PDF format. Only
read-only versions will be printed.
The editable version of a document must have a publishing history section recording the reviewers'
and approvers' names and comments for each published version of the document. This section is not
to be included in the printed and read-only versions.
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9. Annex I: Current and New Hosting Environment of the HSNP MIS
9.1

The Current HSNP MIS Hosting Environment

Currently, the whole environment consists of ONE server, serving both PROD and the TEST environments and all
required components of the HSNP MIS application. The server uses internal storage (disks), which are entirely filled,
and memory that is maxed out. Due to disk constraints, there is no current monitoring (typically through MRTG).
There is NO redundancy of any kind in the environment, and there are no spare components available in case of
failure. The servers are not under maintenance or guarantee.
The environment is connected to the internet through a Cyberoam Firewall and connected to a 10 Mbs single
connection from Internet Solutions. There is no GCCN connection to the government network, although they are
present in the building.
There are no mail, DNS, or domain servers implemented. Any services required are externally hosted (Mail) or
rudimentary available (AD).
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Perimeter FW

Internal Server VLAN
Prod server ():
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Figure 8: HSNP Physical Setup – Current Situation
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Figure 9: HSNP Network Setup – Current Situation
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Figure 10: HSNP Data Room Setup – Current Situation (17th floor)

9.2

The New HSNP MIS Hosting Environment

Below is the suggested new production and failover implementation of the HSNP MIS in a high-level overview.
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Figure 11: The new production and failover implementation of the Hunger Safety Net Program MIS
The HSNP-MIS application will be deployed at the NDMA data center based on a server cluster model to ensure
high availability, load balancing, and increased computational power.
The figure above shows the HSNP Production and Failover environment for disaster recovery, both deployed in a
virtualized environment.
Users will be able to access the HSNP-MIS application using external devices (such as PCs, laptops, mobile devices,
etc.) connected to the HSNP-MIS application via the internet. Secure access to the HSNP-MIS production
environment will be ensured by deploying a firewall. Load balancing software application will be used to route
client requests across all back-end servers and conduct continuous health checks on servers to ensure they can
handle requests. A fiber channel Storage Area Network (SAN) will provide a centralized data store to meet the
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HSNP-MIS system data storage needs. The data mirroring and replication will be handled by the VMware vSphere
Replication to ensure HSNP MIS data is replicated to the failover location.
From a hardware perspective, the new HSNP-MIS environment requires a full and similar deployment in both
locations (PROD and FAILOVER server implementations). In case of a disaster or major interruption in the
Production Environment, they should divert fully to the Failover Location. Reversing back to the PROD Environment
should be automated with regards to data transfer and verification, data integrity checks and the actual initiation
should be controlled by a non-automated initiation.
The TEST environment may be implemented in either the PROD or FAILOVER location, depending on NDMA's
preference. The Failover location is preferred, as that will have the most negligible impact on the production
location when tests are being performed. Errors, reboots, or overloading the capacity or network connection will
not impact the PROD environment.
The HSNP MIS application will be deployed in a virtualized environment, using VMware vSphere Enterprise edition
as its hypervisor. The hypervisor will be installed on the physical bare-metal hardware. The hypervisor will be used
to create three virtual machines (VMs) clusters; i.e., the application server cluster, the business logic server cluster,
and the database server cluster. The application server cluster consists of independent application server virtual
instances to ensure high availability. The same applies to the business logic server cluster.

9.3

HSNP-MIS Physical Data Room Redundancy

Stretched VLAN's: To implement seamless failover to the HSNP Failover Location, the implementation of stretched
VLAN's might be considered.
Load Balancing: If suitable in the network implementation, a non-hardware load-balancing solution would be
considered for the WEB, DB, and APP Server environments (VMware instances). This would reduce the
environment's cost while ensuring that the availability of diverse VMware instances remains guaranteed.
Database Replication: Database mirroring/replication is expected to happen between the two locations using
either the Internet Connectivity and/or the GCCN connection. This should occur during a replication window in the
non-critical business hours (It should be possible to make databaseback-ups without affecting the server's
operation and performance. Databaseback-ups will be enabled through scheduled jobs. An enterprise-grade backup software application has been recommended to be able to configure and schedule databack-ups on a periodic
basis.).
To improve the RPO below the required 24 hours, other replication techniques can be considered, i.e., incremental
(nightly) replications, (near) real-time or online transactional database replication, and database snapshots. The
candidate vendor is expected to provide and explain a viable replication scenario, that will also be in sync with the
failover and back-up strategy.
Below is the High-Level Network design for the HSNP Setup and the required interconnecting interfaces:
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Figure 12: HSNP high-level network design
Both physical locations will have a full (but single) implementation of the environment. Both locations will have a
similar setup in regards to equipment, connectivity, and data.
The failover environment will be used when the production environment is not available for a considerable time.
A roll-back will be initiated when the production environment comes back after the data replication towards
production has been performed.
Monitoring the production environment's availability will alert the available engineer that something might have
happened at the production location, and s/he will investigate the incident.
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The data replication will be fully automated and should be initiated after the production environment comes
available again AND is declared to be stable.
The data room layout for the HSNP production environment is presented in the following diagram:

Figure 13: The HSNP Data Room expected layout
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10. Annex II: Quality Assurance Requirements
The HSNP MIS, during all its upgrades should be tested thoroughly. The client acceptance of the systems should be
based on the delivery of working and performing systems installed on the primary live and disaster recovery hosting
environments, integrated (in terms of data provision and data acquisition) with scoped external systems, and
including all associated documentation and code artifacts. Therefore, acceptance should be primarily based on
meeting all the mandatory functional and performance requirements specified in this document to the satisfaction
of the Client and its users. The following table defines the required tests, when they are expected to be carried out,
and the suggested responsibilities for the parties in the testing activities.
Testing Category

Testing Activities

System Testing

Prepare test plans and test cases
Prepare testing environment
Prepare test data
Carry out the tests
Record and deliver test results
Prepare test scenarios and test cases
Prepare testing environment/tools
Prepare performance test data
Carry out performance tests
Record and deliver performance test results
Prepare migration test plans and test cases
Prepare migration test environment
Prepare migration test data
Carry out tests

Performance
Testing

Data Migration
Testing

Who
Consultant Team

Consultant Team
and
Client Team

When
During the
development of
the system &
prior to delivery
to Client for UAT
After installation
of test & final
systems

After data
migration from
the old to the
new system

Check and report test results

Consultant Team
Consultant Team
Client Team
Consultant Team
and Client Team
Consultant Team

User Acceptance
Testing

Prepare UAT test plans and test cases
Prepare UAT testing environment
Prepare UAT test data
Carry out the tests
Monitor and deliver test results

Consultant Team
Consultant Team
Consultant Team
Client Team
Consultant Team

After installation
of Test System

Integration
Testing

Prepare test scenarios
Prepare integration test data
Prepare integration interfaces & test
tools/links are working
Carry out integration tests
Record and deliver test results

Consultant Team
Client
Consultant Team
and
Client Team
Consultant Team
Consultant Team

After completion
and installation
of integration
interfaces/Web
Services/Import
tool
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Testing Category

Testing Activities

DR and Failover
Testing

Prepare and agree on DR test scenarios
Prepare DR test plans
Test DR procedures

Who
Consultant Team
and Client Team

When
After installation
of DR &
production
system

Table 7: Testing activities and suggested responsibilities for the parties

10.1
•

•

•
•

•

•
•

User Acceptance Testing – UAT
Client acceptance of the delivered system will be based on acceptance criteria covering the following
categories:
o
Delivery of all functional requirements in this ToR and the system technical specifications and
design documents developed during the project.
o
Meeting all non-functional and project requirements defined in this ToR and the system
technical specifications and design documents developed during the project.
o
Passing all the tests defined in this ToR and providing detailed test plans and test cases to the
satisfaction of the Client.
o
Delivering an installed and configured operational system in the live environment (NDMA) and
a back-up disaster recovery system in the DR environment.
o
Delivery of working data integration interfaces with external systems and data sources
(including any ETL processes) as required in this ToR and the system technical specifications
and design documents developed during the project.
o
Delivery of all associated source codes, technical specifications socuments , design documents,
user manuals, administrator’s manual, etc., related to the system and the project.
User acceptance test plans, test cases, and test data must be finalized and submitted to the Client at
least three (3) weeks before the scheduled UAT. The Client may request changes, additions, and
updates to the proposed UAT test plans and test cases to ensure their completeness. At a minimum,
the test cases should cover all the functional requirements specified in this ToR as implemented in the
contractor's system design.
The UATs should be planned for all the user groups involved in the daily operation of the system.
A UAT may be repeated more than once with regression testing to ensure problems and bugs
encountered in a previous UAT have been resolved. The final acceptance of the system will be based
on the success of 99,9% of the mandatory functionality of the system, excluding critical functions.
The contractor must agree on and coordinate the number and types of users required for each UAT
with the Client. The list of test users will be included in the UAT test plans presented and approved by
the Client.
The contractor must provide the necessary training for the UAT test users to perform the prepared test
cases. The training should be completed satisfactorily before the UAT tests start.
The contractor must ensure that the UAT test environment, systems, and test data are prepared,
configured, and ready to use before the UAT starts.
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•
•

•

•

•

•

10.2
•

•
•

•
•

•

The contractor must prepare clear instructions for the test users to systematically carry out the test
cases and record the results and problems encountered transparently and efficiently.
The contractor must prepare test results forms to record the UAT results by each test user. The test
cases must be numbered to enable users to report success or failure (and problems encountered) in
each test. Each form must include the date of the test, the location, the name of the tester, and their
signature.
The contractor must prepare bug report forms to enable test users to record problems/bugs
encountered during testing. The forms must enable users to take screenshots of failing functionality.
Each form must include the date and number of the test, location, name of the tester, and signature.
The contractor must prepare a UAT results report, including the UAT introduction (test cases and test
users) and a statistical summary of the UAT results. The test reports filled in by test users must be
included as attachments to this report.
The contractor must prepare a numbered list of all the problems/bugs reported by the test users in
each UAT test cycle and submit it with the reports filled in by test users as attachments to the Client.
The list will be used by the Client and the Consultant Team project managers to ensure the contractor
fixes problems encountered in testing before the next regression test.
If UAT fails the acceptance criteria, the Client may request a repetition of the UAT after the
problems/bugs are fixed: the contractor must follow the same procedures used in the first UAT to
conduct regression tests.

System Testing
System testing ensures that the software installed for client use/testing/training is fit for the purpose
and meets the Client's functional, performance, and quality requirements. The contractor's
responsibility is to subject the system to an extensive and systematic unit and component testing
before it is released for acceptance testing or other client use of the software.
System testing must be performed appropriately at the end of each development cycle, as defined in
the methodology proposed by the contractor.
System testing must follow clearly defined and documented test cases prepared by the QA/testing staff
of the contractor based on the system requirements; these test cases may be used later as the starting
point for any UAT test cases.
System testing of functional components must be performed by staff not involved in the
development/programming of those components.
System testing includes regression testing after integrating all components previously tested to ensure
that the new or updated source code did not adversely affect the functionality/performance of other
components.
System test results must be recorded and documented together with the test cases used. The Client
may request to view/review system test cases and test results before any software is installed on the
client environment for client testing/training/use.
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10.3
•

•

•
•
•
•
•

10.4
•

•

Migration Testing
Migration testing ensures the data migrated from the current version of the system and any external
data sources are fully integrated into the new data model and work correctly in accordance with the
processes and business rules of the latest version of the system. The contractor must plan and perform
the necessary tests to ensure this before the systems go live.
Migration tests must simulate and test all the HSNP business processes on the migrated data of the
new system. The same should happen with external data sources' migration (including Single Registry,
Enhanced Single Registry, IPRS, NICHE MIS, CCTP MIS, Equity Bank, Economic Inclusion MIS) that will
be part of the interoperability non-functional requirements to be detailed during the system analysis
and design.
Migration test cases and test data must be prepared and documented for each migration test
scenario/process by the contractor in close collaboration with the Client.
If practical and appropriate, migration tests should be run on both the old and new versions of the
HSNP MIS and the results compared.
The contractor is responsible for preparing the migration test environment and installing the necessary
tools and data before the migration test starts.
Migration testing must test changes to the way processes are performed between the old and new
versions of the HSNP MIS.
Migration test results must be recorded along with the test scenarios and test cases used. The final
data migration report must summarize the results of the tests before migrated data is approved for
use on the systems.

Performance Testing
Performance testing ensures the systems installed on their target infrastructure perform well under
user loads that simulate real-life use of the systems. The contractor must simulate such loads and
perform the necessary tests to ensure the performance levels required are met.
Performance tests must simulate and test the following user load scenarios at a minimum:
o
Normal usage scenario: Average number of concurrent users performing a typical
combination of user activities on the system, e.g., HSNP users and clients on a typical working
day.
o
Peak usage scenario: maximum number of concurrent users performing a typical
combination of user activities on the system, e.g., HSNP users, clients, and partner institution
users during the end of the month or the end of year processing.
o
Maximum load scenario: maximum number of users performing a bandwidth or processor
intensive activity (e.g., downloading/uploading documents at the same time).
o
Normal Data Analysis usage scenario: average number of concurrent users performing a
typical combination of data analysis activities, e.g., HSNP users on a normal working day.
o
Peak Data Analysis usage scenario: maximum number of concurrent users performing typical
combination of data analysis activities, e.g., HSNP users, NDMA users, and partner institution
users during the end of month or end of year processing.
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•
•

•

•

•

•

10.5
•

•

Test cases and test data must be prepared and documented for each performance test scenario.
Performance testing should use automated tools to simulate the number of users and data sources
required in each scenario. The contractor is responsible for preparing the test environment and
installing the necessary tools and data before the performance test starts.
Performance testing must be performed on a target live installation environment or similar
specification environments for accurate results. This includes user access environment (front-end),
network connectivity, and server environment (back-end).
Performance tests must include monitoring of critical infrastructure and application performance
parameters, including but not limited to:
o
Database server sessions and query performance.
o
Processor and memory utilization.
o
Network bandwidth utilization.
o
Web server user response times.
o
Web server user sessions and threads utilization.
Performance results must be recorded along with the test scenarios, test cases, and test data used.
The final performance results report must summarize performance indicators relative to the number
of concurrent users and data sources of the system and extrapolate the results for future loads.
The Client may request to monitor and observe the execution of performance tests. The contractor
must provide the Client with test plans and test schedules in advance of such tests.

Failover and Disaster Recovery Testing
The systems must recover gracefully from a variety of errors and failures. Examples of potential failures
include:
o
User-level failures
▪ Network failure (network connection lost).
▪ User session (user browser or system freezes/hangs).
o
Server failure
▪ Hardware device failure (processor, memory, hard disk, etc.).
▪ Base system failure (operating system hangs/critical error).
▪ Web/Application/Database critical system failure.
o
Network infrastructure failure
▪ Internal network/LAN fails (internal switch/firewall fails).
▪ External link from the internal network to the Internet fails (edge router fails, backbone
infrastructure fails).
o
NDMA building power failure
o
Primary site/building disaster (fire, flood, etc.)
o
City-wide disaster (city power outage for a long period)
The contractor must prepare a disaster recovery (DR) plan that describes the common failures that can
affect the availability and performance of the HSNP MIS with detailed instructions on how to recover
from each.
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•
•
•
•

•
•

10.6
•

•

10.7
•

•
•

•

•
•

The contractor must test the redundancy and failover measures implemented in the architecture to
mitigate failures at the device, server, and network levels (hardware recovery).
The contractor must test the redundancy and failover measures implemented in the architecture to
recover from system and application failures (software recovery).
The contractor must test the redundancy and failover measures implemented in the architecture to
recover data lost or corrupted in a failure or disaster event (data recovery).
The contractor must test the disaster recovery plans and procedures to be used to recover from total
disaster events at NDMA using the DR site installation, including testing switch over to the DR site and
switch back to a restored operation at the NDMA site after the disaster.
The company must test the effectiveness of the data replication/mirroring between the back-up
systems at NDMA (virtual systems) and the DR site and systems.
The contractor must test a complete re-installation of the systems and their data from archived
data/system configurations at the last total archive checkpoint. This "total system and data restore"
procedure must be documented and timed to be repeated by the system administrator(s) periodically.

Regression Testing
Regression testing must be performed whenever the system source code changes due to
enhancements, upgrades, or bug fixing. The regression test repeats previously prepared test cases to
ensure the problems/bugs/failures are fixed and to ensure the changes/updates/ upgrades made to
the system did not introduce problems/bugs/failures into the system.
Regressions tests must be prepared, monitored, and reported like a UAT on the functionality or
performance they relate to.

Integration Testing
The contractor must prepare test plans, test cases, and test data for all external data interfaces of the
system, whether they are input (data coming from an external source in a particular format) or output
(data requested and delivered from the system to an external requesting system/destination).
For Web Service integration interfaces, the contractor must ensure that both ends of the Web Service
(the calling system, the called service) are configured and operational before the test.
Web Service integration tests must cover message format and data validations, security checks to
validate the authenticity of the caller and the called service, and any subsequent system or database
updates resulting from the execution of the Web Service.
Data file import interfaces from formatted files must be tested for file format and data format errors
and for any resulting updates on the system/database. The upload's reliability must also be tested if
the data file is uploaded through a portal over an internet link.
Data file export interfaces producing data from the database in a specific format must be tested for
correct file and data format.
All integration tests must have multiple test data messages/files prepared by the contractor in close
coordination and collaboration with the Client and its partner institutions.
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•

Integration testing must test the error and exception management functionality of the interface,
especially the error messages reported in error files or communicated to the system administrators of
both systems.
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